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NATIONAL CYBER SECURITY CENTRE
UNDER THE MINISTRY OF NATIONAL DEFENCE

REPORT ON SITUATION REGARDING COVID-19

April 2nd, 2020

NCSC/CERT-LT monitors the national cyber space in Lithuania and has identified phishing
attacks related to the COVID-19 theme, however, there are no significant increase in the
overall level of phishing attacks (See Table 1 and 2). In general, malicious actors have used the
COVID-19 topic as the thematic backbone of phishing attacks.

There are some cases of disinformation campaigns and other COVID-19 related malicious
activities (such as fake online shops advertising vaccines, medicine or other medical
equipment). In addition to typical activities NCSC/CERT-LT has launched awareness raising
campaign to help officials and citizens telework securely and issued warnings regarding
ongoing phishing attempts.

During the period of February and March a total of 345 e-mails of spam and malicious
software using COVID19 virus theme were blocked.

NCSC/CERT-LT has taken additional measures to ensure Health sector websites safety:
monitoring the availability, arranged web scanning activities to identify vulnerabilities and
prepared recommendations on how to fix them.

SPAM/phishing samples

Wed 4/1/2020 3:45 AM
Adlin Lewis Foundation <wendyfinance04@gmail.com>
.COVID-19* aukojimas

To undisclosed-recipients:

ﬁ' We removed extra line breaks from this message.

Sveikiname, jus esate tarp 5 laimingyjy, nominuoty 5 min. Doleriy vertés COVID-15 aukojimui, turite teise j 1 min.

Pagarbiai
Adlino Lewiso fondas
El. Pastas: info.adlinlewisfoundation@europe.com
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Tue 3/31/2020 6:15 PM

Backpacking Light <publisher@backpackinglight.com>
COVID therapy: what are you doing to advance your backpacking goals right now?
To =

) ¢ there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures, To help protect your privacy, Qutlook prevented automatic download of some pictures in this message.

Hi

Now that we're in for the social distancing long-haul, let's turn our attention to making the most of it
Here's what I'm doing right now

Dehydrating food
Repairing gear

Staying fit and active on local trails

Catching up on the latest research about clothing thermoregulation

Watching vegetables fill up my canning jars has been very therapeutic for me!

k

Our community has provided respite and encouragement to our members, and I'd like to share your stories with them. The personal experiences of others keep us all motivated, productive, and moving
forward towards our goals.

If you'd like to participate in this, would you mind replying to this email and answering the question:
« What are you doing to advance your backpacking goals right now?

If you can give me a 1 or 2 sentence answer to that question, and send a photo of what you're doing, your first name, and your city, I'll put these stories together and share them with our community so
they can be encouraged to keep moving forward, which will be therapeutic during this time of global crisis.

Best,

Ryan J
owner/founder

To make sure you keep getting these emails, please add publisher@back kinglight.com to your address book or whitelist us. Want to carry a heavier pack? Unsubscribe

Qur postal address: Backpacking Light / 514 East Grand Avenue No. 165/ Laramie, Wyoming 82070 USA

Tue 3/31/2020 10
Diana <b05303070@ntu.edu.tw>
Hello Covid-19 will pass.

M

To Undisdosed recipients: ~

My name is Diana, | work with HSBC, HONG KONG, | have an interesting deal of $ 27,500,000.00 million for us. We both share the funds at 50% each in a matter of weeks. Please grant me a benefit of doubt and
reply for more details.

Tue 3/31/2020 11:09 PM
Let Love Lead <info@dynaband.be>

Covid 19 Crises
To

Dear Brethrens |

Greetings with the Love of God.

Corona Virus has shot down the world economic and social lives. Thereby putting many lives in danger and untimely death.

For these reasons, We "HELP YOUR NEIGHBOUR"group of Nigerian Christians have dedicated to help the less priviledged 1n various villages during this particular period of "Stay at Home"
We solicit for your help. No amount 1s too small 1$. 17 or leuro 1s appreciable. Any amount deemed from your heart will save a life.

People are really suffering since 5days the country was shot down. we have started helping but with limited resources.

‘We want to start distributing food items to villagers. We believe this plea will touch your mind.

‘Warting for your favourable response at helpyourneighboor(@gmail. com

God bless you
Mis Charity
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Wed 4/1/2020 12:11 AM

World Health Organization <fundaifakat.tengiz@ikcu.edu.tr>
COVID-19 RESPONSE FUND

To Redpients

Dear SirMadam,_
The Covid-19 Solidarity Response Fund is a secure way for individuals. philanthropies and businesses to contribute to the WHO-led effort to respond to the pandemic.

The United Nations Foundation and the Swiss Philanthropy Foundation have created the solidarity fund to support WHO and partners in a massive effort to help countries prevent, detect, and
manage the novel coronavirus — particularly those where the needs are the greatest.

The fund will enable us to:

1. Send essential supplies such as personal protective equipment to frontline health workers

2. Enable all countries to track and detect the disease by boosting laboratory capacity through training and equipment.

3. Ensure health workers and communities evervwhere have access to the latest science-based information to protect themselves, prevent infection and care for those in need.
4. Accelerate efforts to fast-track the discovery and development of lifesaving vaccines, diagnostics and treatments.

The Strategic Preparedness and Response Plan outlines a funding need of at least US3675 million for critical response efforts in countries most in need of help through April 2020. As this
outbreak evolves, funding needs are likely to imncrease.

Reply to this email now to donate to the COVID-19 Response Fund through our secure digital wallet. You can find information there on payment options and tax exemption possibilities for
some countries
Help save lives!

Dr. Tedros Adhanom Ghebreyesus
Director General
World Health Organization (WHQ)

Malware/spoofed e-mails

Tue 3/31/21
WOLRD HEALTH ORGANIZATION <edwincalvin001@gmail.com>

Najnovejsi previdnostni ukrepi in nasveti za bolezni koronske virusa

24 PM

To  undisdosed-redpients:

© This message was sent with High importance.
We removed extra line breaks from this message.

| E-BOOK-
775 KB

-——-—- Originalno sporoéilo --—-- -

Zadeva: Koronarna virusna bolezen Zadnji varnostni ukrepi in nasveti.

Datum: 2020-03-31

PLACITE POZOR,

ZIVLIENJE IN ROK MATERIISKEGA DOSTOPA!

ZADEVA BOLEZNICA KORONA-VIRUS (COVID-19) ZUNAJ, SVETOVNO ZDRAVIE ORGANIZACIA VELICA VAS KRIVILNO ZAVOD ZA EBOOK IN DONACIIO CORONA-VIRUS.
V tej knjigi boste nasli najpreprostejsi in najhitrejsi nain skrbite za svoje zdravje in za&itite druge.

OSNOVNI ZASCITNI UKREPI PROTI NOVI KORONI-VIRUSI;

* Bodite pozorni na najbolj vsebinske informacije o COVID-19 izbruh, ki je na voljo v tej e-knjigi, priloZeni tej posti in prek vas nacienalni in lokalni organ za javno zdravje. COVID-19 je e vedno ki prizadenejo Stevilne
driave, zato ostanite na varnem.

* PRAKSE REZIRATORNA HIGUENA
To vas bo tudi zas€itilo in pomagalo prepreciti Sirjenje virusov in druge okuZbe.

Zdaj lahko prenesete pripeto in odprite datoteko MYHEALTH.PDF za ucenje vec o tekodi smrtonosni bolezni.
Svetovna zdravstvena organizacija
Avenue Appia 20

Zeneva 27 1211
Svica
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WHO <info@infocompany.tk>
Re: COVID-19 Relief: How to Access Complimentary Products
To e+
Covid-19.001 .
l_-l 1MB
Attention s ——
Go Through the attached document on safety measures regarding the
spread of corona virus. This little measure can save you.
Below 1s the attached document.
Common Symptoms include fever,cough shortness of breath and
breathing difficulties.
Regards
Dr Claudia Lodesani
Wed 4/1/ 651 AM
Waorld health org <eurohealthycities@who.int>
COVID-19 SUSPECTED CREW /VESSEL
To
Cc portauthority @port.com
) Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message. "

p=—| COVID-19SUSPECTED.. E| GUILDLINETO PORT A...
261 KB 43KB

TOP MOST URGENT

Dear Sir,

In view of the recent spread of the 2019- nCoV disease in China and nearby countries, all agents are hereby requested to inform their Master of the Vessels calling at port to follow the below mentioned guidelines issued
by Port Health Office, and send the duly filled documents to the email 1ds mentioned in the forms

ADVISORY ON 2019 NOVEL CORONA VIRUS —REG.

INSTRUCTIONS TO SHIP MASTERS BY WHO AND PORT AUTHORITY

1. The ship Master are to follow the required documents as per the instructions and submit by email minimum 2-3 days before arrival.

2. All ship calling from Chinese Ports are to give temperature report by email for 2 days before arrival or as instructed by email by PHO. The temperature to be measured by Ship designated Medical Officer with Non
touch thermometers in small batches only. If the Mercury thermometer is used, to mention temperature taken in Axilla or Oral in your report. Necessary precautions to be taken to sanitize mercury thermometers between
measurements.

3. All newly joined crew are to be monitored on board for 14 days.

4. Ifthey develop any signs & symptoms of 2019-nCoV virus they are to be isolated on board and contact the RMA or nearest Port Health Authority.

5. The ship must have stocks of 3 layered surgical masks 30 per crew, hand wash liquid or hand soap 5 per crew, Hand Drying Paper roll for all common wash basins and toilets, 10 PPE kit for Infectious diseases, Bio
Hazard Bags 25 pes for safe disposal of masks, PPE kits.

6. To follow the Respiratory and Hand Hygiene. If any sick persons are from shore all the crew are to adviced to maintain 6 feet gap. If they are coughing, they may be given a mask during their work on board and
restrict their entry into the ship.

7. All shore visitors are to be entertained at the meeting room only.

8. To avoid non-essential visitors to the ship.

9. To keep record of all the international visitors, owners at Port for survey, audit, repairs or any other activities etc. as per the THR-2005 2019-nCoV form.

10.  Keep track of the latest developments on the disease from WHO weblink given above.

Best Regards

Ms Monika Kosinska

Programme Manager, Governance for Health

Division of Policy and Governance for Health and Well-being
WHO Regional Office for Europe

UN City, Marmorvej 51

DK-2100 Copenhagen. Denmark

Tel.: +45 39 17 1509

Fax: +45 39 17 18 60

E-mail: eurohealthveities@who int

[] Right-click or tag and held hare to donnlosd pictures. To help protect your
privacy, Outiook prevented automac dawnload of this picture from the Internet.
World Haalth Organization (WHG) O Logos Downlosd
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Statistics
February, 2020
Group Category .1 St. week an week 3rd week .4th. week Totals:
incidents incidents incidents incidents
1. Abusive content, spam Insiginificant 7 16 6 7 36
2. Malicious software Insignificant 30 7 15 24 76
3. Social engineering - Phishing | Insignificant 47 30 21 32 130
4. Exp.lgi.ting of known Irstitea:
vulnerabilities or brute force 0 3 1 2 6
5. Privileged account
TS | e
application compromise 0 1 0 0 1
6. DDoS Insignificant 0 0 0 1 1
7. Unauthorised access to
information, unauthorised Insignificant
modification of information 0 0 2 2 4
8. Fraud Insignificant 3 0 3 3 9
9. Other Insignificant 3 5 3 3 14
Total incidents: 20 62 51 67 270
Total events: 246 127 153 158 684
March, 2020
Group Category .1 St. week 2nd week 3rd week .4th. week Totals:
incidents incidents incidents incidents
1. Abusive content, spam Insignificant 12 24 8 13 57
2. Malicious software Insignificant 28 15 19 20 82
3. Social engineering - Phishing | Insignificant 19 18 23 15 75
vuIjéfjtzllilizze%)fgtg;ﬁ;ce Insignificant 4 2 > 0 11
6. DDoS Insignificant 1 1 1 2 5
8. Fraud Insignificant 0 0 0 5 5
9. Other Insignificant 7 3 10 4 24
Total incidents: 71 63 66 59 259
Total events: 153 124 135 140 552




