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NCSC/CERT-LT monitors the national cyber space in Lithuania and has identified phishing 

attacks related to the COVID-19 theme, however, there are no significant increase in the 

overall level of phishing attacks (See Table 1 and 2). In general, malicious actors have used the 

COVID-19 topic as the thematic backbone of phishing attacks. 

 

There are some cases of disinformation campaigns and other COVID-19 related malicious 

activities (such as fake online shops advertising vaccines, medicine or other medical 

equipment). In addition to typical activities NCSC/CERT-LT has launched awareness raising 

campaign to help officials and citizens telework securely and issued warnings regarding 

ongoing phishing attempts. 

 

During the period of February and March a total of 345 e-mails of spam and malicious 

software using COVID19 virus theme were blocked. 

 

NCSC/CERT-LT has taken additional measures to ensure Health sector websites safety: 

monitoring the availability, arranged web scanning activities to identify vulnerabilities and 

prepared recommendations on how to fix them. 
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Malware/spoofed e-mails 
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Statistics 

February, 2020 
 

Group Category 
1st week 

incidents 

2nd week 

incidents 

3rd week 

incidents 

4th week 

incidents 
Totals: 

1. Abusive content, spam Insiginificant 7 16 6 7 36 

2. Malicious software Insignificant 30 7 15 24 76 

3. Social engineering - Phishing Insignificant 47 30 21 32 130 

4. Exploiting of known 

vulnerabilities or brute force 
Insignificant 

0 3 1 2 6 

5. Privileged account 

compromise, unprivileged 

account compromise, 

application compromise 

Medium  

0 1 0 0 1 

6. DDoS Insignificant 0 0 0 1 1 

7. Unauthorised access to 

information, unauthorised 

modification of information 

Insignificant 

0 0 2 2 4 

8. Fraud Insignificant 3 0 3 3 9 

9. Other Insignificant 3 5 3 3 14 

Total incidents:       90 62 51 67 270 

Total events:       246 127 153 158 684 

       

March, 2020        

Group Category 
1st week 

incidents 

2nd week 

incidents 

3rd week 

incidents 

4th week 

incidents 
Totals: 

1. Abusive content, spam Insignificant 12 24 8 13 57 

2. Malicious software Insignificant 28 15 19 20 82 

3. Social engineering - Phishing Insignificant 19 18 23 15 75 

4. Exploiting of known 

vulnerabilities or brute force 
Insignificant 

4 2 
5 

0 11 

6. DDoS Insignificant 1 1 1 2 5 

8. Fraud Insignificant 0 0 0 5 5 

9. Other Insignificant 7 3 10 4 24 

Total incidents:       71 63 66 59 259 

Total events:       153 124 135 140 552 

 


