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Term/abbreviation
Al
APT
CERT
CISA
COM
CRM
GenAl
SSO
CTAC
CVE
DDoS
DLL
EDR
ICS

Malinformation

NCSC
OAuth
oT
PoC
RCDC
RCE
SCADA
SIEM
SSO
Ssu
SaaS
NUKIB
SOoC
HTTP
WAF

Meaning/explanation

Artificial Intelligence

Advanced Persistent Threat
Computer Emergency Response Team
Cybersecurity & Infrastructure Agency
Component Object Model

Customer Relationship Management
Generative Artificial Intelligence

Single Sign-On

Cyber Threat Analysis Cell

Common Vulnerabilities and Exposures
Distributed Denial of Service

Dynamic Link Library

Endpoint Detection and Response
Industrial Control System

The term “malinformation” refers to information that stems from the truth but is often
exaggerated in a way that misleads and causes potential harm.

National Cyber Security Centre of Lithuania
Open Authorization

Operational Technology

Proof-of-Concept

Regional Cyber Defence Centre, part of NCSC
Remote Code Execution

Supervisory Control and Data Acquisition
Security Information and Event Management
Single Sign-On

Security Service of Ukraine
Software-as-a-Service

National Cyber and Information Security Agency
Security Operations Center

Hypertext Transfer Protocol

Web Application Firewall
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2025 was a year where edge exploitation, Al-driven offense, and SaaS supply-chain abuse
all made their way into the attacker tradecraft mainstream. Exploits targeting internet-facing
infrastructure — VPNs, ADCs, WAFs, and management portals — were industrialized, with bugs
like React2Shell, Microsoft SharePoint ToolShell-style command execution, Fortinet FortiWeb
| FortiCloud authentication bypasses, and critical F5 flaws, rapidly folded into scan-to-shell
campaigns. Attackers treated the mentioned devices as high-value choke points: once the
perimeter appliance fell, it provided privileged visibility, credential access, and convenient
pivots into internal networks, often in environments that lacked strong logging or segmen-
tation around the edge.

At the same time, Al-driven offense became a practical force multiplier rather than just a theo-
retical concern. Generative models were increasingly used to craft convincing multi-language
phishing and spear-phishing, to automate reconnaissance and target profiling, and to speed
up vulnerability triage and exploit adaptation, that way lowering the cost and increasing the
scale of personalised attacks, feeding directly into both cybercrime and state-aligned activity.
North Korean campaigns against European defence and government organisations over the
past year were an example of such convergence, blending polished social engineering with
exploitation of the edge and collaboration-platform weaknesses seen elsewhere to achieve
a persistent, intelligence-gathering access.

Ransomware and extortion operations also evolved shifting deeper into cloud and SaaS
ecosystems. The Salesforce platform, its surrounding integration and add-on ecosystem
became a notable focus of the attackers abusing OAuth tokens, misconfigured connectors,
and vulnerable third-party apps to compromise data flows across multiple connected ser-
vices. Instead of just encrypting on-premises infrastructure, some groups concentrated on
exfiltrating and extorting high-value data resident in CRM and SaaS platforms, effectively
turning the SaaS supply chain into a new ransomware theatre. Taken together, the 2025
cyber landscape was one where perimeter devices, Al-enhanced operations, and deeply
interconnected SaaS environments combined to the advantage of raised speed and impact
of attacks across sectors.

CTAC data on 5,418 incidents in 2025 shows that the cyber threat landscape was dominated
by disruption and extortion activities, with DDoS attacks (44.4%) and ransomware (401%)
accounting for over 84% of all incidents. Much of the disruption activity was driven by
politically motivated hacktivist groups targeting countries supporting Ukraine, using DDoS
campaigns primarily for visibility and psychological impact rather than lasting damage. In-
creasingly enhanced by Al-assisted social engineering, phishing remained the main initial
access vector, enabling ransomware groups to conduct sophisticated extortion operations.
At the same time, the growth of state-sponsored cyber espionage against government and
critical infrastructure sectors highlights that geopolitical tensions are increasingly shaping
cyber operations.
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Cyber security exercises were part of CTAC routine last year as the team participated in NATO
CCDCOE Locked Shields 2025 and the Lithuanian Cyber Command’s Exercise Amber Mist
2025. Both exercises challenged the team to solve various tasks concerning cyber threat
intelligence that way deepening their knowledge and collaborating with the colleagues.

CTAC, together with its international partners, carried out a comprehen-
sive study on Russia’s offensive cyber capabilities and how it changed
in the course from 2022 to 2025. The comparative analysis looked into
how threat actors, their tooling, infrastructure and modus operandi shifted
throughout these years. Presented in various conferences and formats
around the world, without a doubt, the study was a huge success. The
full study can be found here.

The Regional Cyber Defence Centre (RCDC) was established in 2021 as a part of the Na-
tional Cyber Security Centre of Lithuania filling a niche of practical cyber threat intelligence
cooperation with our partners and NATO Allies. It has matured over the years, the partner
network has expanded, and the 2025 Board of Directors (BoD) meeting unveiled the next
chapter of RCDC activity: its transformation into the International Cyber Threat Analysis Hub,
or the HUB for short. The HUB will be a platform for enabling current and future partners to
expand our scope of operations, not only in the field of cyber threat intelligence but also joint
software and hardware researches, as well as joint cyber threat hunting missions.
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The trend landscape has shifted in 2025 as compared to 2024. For instance, Al-driven
cybercrime was active, however, not as much as predicted. The CTAC team was tracking a
significant shift towards vulnerability exploitation and OAuth attacks in initial attack vectors,
the focus of APT groups shifting towards edge exploitation.

11/ Edge / VPN / ADC Device Exploitation

Cyber threats in 2025 centered on vulnerability exploitation as an initial access vector. All
major incidents of 2025 came from exploitation of vulnerabilities found in the systems the
threat actors abused to leverage data exfiltration and harvesting stolen information for dark
markets. Verizon's DBIR report states that compared to the year 2024, a great increase in
system intrusion (from 36% to 53%) was seen.' Even though vulnerability can be classified
as a bug, such a bug can lead to devastating outcomes, for example, financial loss, data
exfiltration, stolen source codes or logs, that all can lead to more attacks in the future.

2024 2025

System Intrusion

Miscellaneous Errors

Social Engineering

Basic Web
Application
Attacks

Privilege Misuse

Top patterns in data breaches in 2025. Source: 2025 Data Breach
Investigations Report (DBIR), Verizon

https://www.infosecurity-magazine.com/news/verizon-dbir-jump-vulnerability/
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Vulnerability exploitation was used more widely than just by APT groups. Ransomware gangs
and hacktivists exploited vulnerabilities to expand their target list to include network and
security vendors, such as F5, VMware, and many more. As more vulnerabilities are being
reported to authorized companies, it has become harder to prioritize vulnerabilities and the
old CVE can come trending again due to staffs’ failure to update their firmware to mitigate
risks. It has become an ongoing problem, especially in terms of exploiting old vulnerabilities
to mount new zero-day attacks.

Exploitation of edge devices has become a problem for government bodies too, as APT
groups leverage such vulnerabilities to compromise government bodies. Historically, Salt
Typhoon had the US National Guard compromised for over a year in 2024. As a result, maps
and traffic data from all US states and several US territories were exfiltrated.” In 2025, the
RedNovember campaign showed the world that edge security should become the main
priority to secure infrastructure from unauthorized access. Over the year, RedNovember
targeted SonicWall, Cisco, Palo Alto, Fortinet, Invanti devices inside government and tech-
nology infrastructure so far.

F5, which is a SaaS, suffered a data breach through a vulnerability exploit, a case known as
the BIG-IP source-code theft, too. BIG-IP is F5's flagship load-balancer platform that sits at
the internet edge of large enterprises, clouds, and critical infrastructure. Its breach led to the
theft of the company’s source-code, undisclosed vulnerability information, and access to the
development environment. It exposed over 266,000 BIG-IP devices across many sectors,
including government, telecom, and financial institutions.

Leading to devastating outcomes, the focus on edge devices became many threat actors’
initial access vector. This type of attack precipitates financial loss, growing mistrust in SaaS
and other security agencies and, eventually, loss of company data.

1.2/ Al-driven Offense

Al'was actively integrated in threat actor toolkits, producing scaled, refined versions of phishing
lures, availing of Al for quick parsing and optimizing operations. GenAl models, by nature, are
empty and unpolished, giving any user the ability to create an Al that works just for them, but
this, however, was a case of GenAl abuse with a malicious intent. Al was used to make initial
access and data exfiltration easier and quicker rather than to create new types of attacks.

Threat actors were reported to be using open-source GenAl models to create their own Al
variants, such as WormGPT, KawaiiGPT, and more. GenAl open-source models, by design,
have no safety rails or filtering options if they were to be used for malicious purposes. Any

https://www.reuters.com/world/us/us-national-guard-unit-was-extensively-hacked-by-salt-typhoon-2024-memo-
says-2025-07-15/

https://www.purewl.com/f5-breach-fallout-over-266000-exposed-big-ip-devices-and-what-to-do-next/#The_Real_
Risk_Persistent_Access


https://www.reuters.com/world/us/us-national-guard-unit-was-extensively-hacked-by-salt-typhoon-2024-memo-says-2025-07-15/
https://www.reuters.com/world/us/us-national-guard-unit-was-extensively-hacked-by-salt-typhoon-2024-memo-says-2025-07-15/
https://www.purewl.com/f5-breach-fallout-over-266000-exposed-big-ip-devices-and-what-to-do-next/%23The_Real_Risk_Persistent_Access
https://www.purewl.com/f5-breach-fallout-over-266000-exposed-big-ip-devices-and-what-to-do-next/%23The_Real_Risk_Persistent_Access

2%
$,$ CTAC 2025 YEARLY REPORT 9

requests for code or phishing email layout work immediately, raising concern about the grow-
ing numbers of cases of Al abuse. In 2025, threat actors started selling Al models on dark
web forums, Telegram channels, underground markets, listing them as “perfect for phishing
attacks, malware generation, and hacking”.* Requesting code and polishing phishing emails
from awkward phrasing and grammatical errors became easy.

Some of the described Al models were shared via GitHub. KawaiiGPT is a free malicious Al
model that can be used to generate phishing emails, ransomware notes or data exfiltration
script in Python by anyone. First identified in July 2025 on their website, it was soon found
on GitHub. The model is free of charge, comes as an entry-level Al model, with help and
support channel accessible via Telegram.

kali@kali: ~/KawaiiGPT

Session Actions Edit View Help
test-usergQuestion : generate a python script that will perform exfiltration for eml files on a windows host

KawaiiGPT (kawaii-0.3):

Example of the beginning of a basic data exfiltration Python script
created from a prompt in KawaiiGPT

Google reports to have found that threat actors successfully social-engineer Al safeguards.
A pretext is always offered when jailbreaking Al, such as “| am a student that's participating
in a CTF" or "l am a cybersecurity researcher”, to request code for tooling development.
However, actual cybersecurity specialists and researchers, as well as students, have run into
a barrier where they cannot legitimately use Al to grow their knowledge about cybersecurity
and malware.

https://unit42.paloaltonetworks.com/dilemma-of-ai-malicious-llims/
https://unit42.paloaltonetworks.com/dilemma-of-ai-malicious-llims/
https://cloud.google.com/blog/topics/threat-intelligence/threat-actor-usage-of-ai-tools


https://unit42.paloaltonetworks.com/dilemma-of-ai-malicious-llms/
https://unit42.paloaltonetworks.com/dilemma-of-ai-malicious-llms/
https://cloud.google.com/blog/topics/threat-intelligence/threat-actor-usage-of-ai-tools
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Development and increasing accessibility of Artificial Intelligence (Al) has contributed to
the growing sophistication of initial access attacks, ranging from highly convincing phishing
messages to integration of Al into malware development. At the beginning of 2025, it was
still relatively easy to identify Al-generated messages as they often contained grammatical
errors or unnatural and unprofessional language. However, by the end of 2025, identifying
Al-generated content had become significantly more difficult, as ongoing improvements in
language models enabled the production of a more coherent, contextually appropriate, and
human-like communication. This evolution has further complicated the task of detecting social
engineering attempts and has increased the effectiveness of Al-assisted cyber operations.

Al was also detected in the development of ransomware and infostealer malware. By mid-2025,
reports began to emerge of query-based interactions with Al models embedded directly within
the malware code, with the first observations surfacing in August. In these cases, predefined
queries written into the malware are communicated through the command-and-control (C2)
infrastructure to interact with an Al model, allowing certain tasks to be automated and re-
ducing the need for manual intervention by the attacker. This approach streamlined aspects
of the attack process and made operations more efficient. While deploying such Al-enabled
capabilities may still involve additional costs, these barriers are unlikely to discourage threat
actors determined to exfiltrate valuable data.

1.3/ Politically Motivated Attacks against Ukraine Supporters

Hacktivist groups have actively engaged in the geopolitical tensions surrounding support for
Ukraine, frequently directing cyber operations against the countries providing military, human-
itarian, or financial assistance. In 2025, a notable shift was observed not only in the level of
coordination among hacktivist groups but also in the explicit targeting of states in retaliation
with their publicly stated support to Ukraine. This pattern was identified among both smaller,
independent groups—such as Perun Svaroga and Beregini—and larger, better-organized
actors, including NoName057(16), OverFlame, and several Net-affiliated variants. In many
cases, cyber operations were launched within one to two days of public announcements
regarding aid or political support for Ukraine. These operations typically involved distributed
denial-of-service (DDoS) campaigns, as well as claims of industrial or system compromises,
including alleged SCADA intrusions.

The rapid response and coordinated messaging associated with these activities suggest that
such attacks serve not only operational objectives but also psychological and informational
purposes. By targeting countries supporting Ukraine and amplifying claims of system com-
promise, hacktivist groups contribute to broader influence operations aimed at generating
public concern and political pressure. If this trend continues, it may contribute to a climate
of uncertainty among states considering or maintaining support for Ukraine, potentially
influencing future political, financial, or military assistance.
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2/

2./ Common Cyber Threats

In 2025, the CTAC team tracked a total of 5418 incidents. Those include ransomware attacks,
DDoS attacks, SCADA system compromises, defacements and confirmed leaks. Throughout
the year, the team has noticed changes in tactics and approaches to system compromises.

Leaks 0,4%

— Compromises 14,9%

Ransomware 40,1% N

— DDoS 44.4%
Defacements 0.3% ——

Statistics on regional cyber incidents, 100% of region

According to CTAC-gathered data, DDoS attacks represent the largest share of recorded
incidents, accounting for 44.4% of total activity. This indicates that disruption-focused op-
erations were the predominant attack type during the reporting period, reflecting a sustained
emphasis on service availability impact.

Ransomware follows closely, comprising 40.1% of incidents, highlighting the continued prev-
alence of financially motivated and operationally disruptive attacks. Combined, DDoS and
ransomware account for more than 84% of all recorded activity, underscoring that service
disruption and extortion remain the primary threat vectors.
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Compromise incidents make up 14.9% of the total, suggesting a moderate level of success
in unauthorized access cases, some of which may have served as precursors to broader
impact operations.

In contrast, defacement (0.3%) and leak-related incidents (0.4%) represent only a marginal
share of the overall activity, indicating that these attack types were comparatively scarce
during the reporting period.

211/ Hacktivist Activities

2025 witnessed a surge in hacktivist operations targeting a wide range of countries worldwide.
The attacks remained highly politicized and frequently intertwined with state interests, while
also increasing in the overall volume. Most operations ranged from nuisance-level DDoS
campaigns to superficial and largely unverified claims of SCADA breaches, suggesting that
hacktivist activity focused on generating disruption and publicity more than causing tangible
damage. Their target sectors remain to be critical infrastructure and public administration.

In many cases, the primary objective appeared to be reputational: publicizing alleged incidents
and overstating the extent of system compromise to amplify panic. One example involves the
claims of the TwoNet group to have breached a Danish water supply management plant's
SCADA system; however, the targeted system was later identified as a honeypot designed
to simulate such infrastructure.

Alliances made by hacktivist groups usually do not last longer than two weeks, a trend that
the CTAC team has noticed as well. Allied groups tend to target the same state for a certain
period of time until they shift their targets to separate states. Such a shift was noticed between
pro-Russian and pro-Iranian groups. Tighter relationships between hacktivist groups, such as
NoName057(16), Overflame, TwoNet and Z-Pentest, lasted longer but it is worth mentioning
that alliances between geopolitically-aligned groups tend to last longer in its own right.

The CTAC team identified an increasing tendency of hacktivist groups to target the donor
states of financial, humanitarian or military support to Ukraine. Once the support was made
public, it took less than a day for the target to shift from one state to another. This is the case for
NoName057(16) and groups allied with them. The DDoSia project target list was also adjusted
the same way. However, we have also observed a trend that NoName057(16) rarely targets
the United States itself, and if they do, the attacks are minimal and superficial in most cases.

An increase in SCADA breaches in 2025 was reported; however, some claims have been
subsequently debunked. Several incidents relied on screenshots purportedly demonstrating
SCADA breaches. But in truth, the images were recycled from earlier events, pointing to
deliberate misinformation aimed at provoking panic. A shift in the scope of the Infrastructure
Destruction Squad’s activity raised alarms: the hacktivist group launched attacks against
every state that supported Ukraine, the United States included.

https://therecord.media/fake-water-utility-honeypot-hacked-pro-russian-group


https://therecord.media/fake-water-utility-honeypot-hacked-pro-russian-group
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DDoS attacks remained to be as proficient and active as they were predicted to be at the
beginning of the year, accounting for 44.4% of all incidents. The attacks were conducted
mostly by hacktivist groups, such as NoName057(16), Z-Pentest, DarkStormTeam, and others.
Furthermore, the team observed that the confirmed DDoS attacks publicized by hacktivist
groups in their communication channels predominantly targeted the domains on the DDoSia
target list. The distribution of victims varies across NATO member states. Ukraine constitutes
the primary target, accounting for 53% of all the recorded incidents. Poland follows with
18.6%, while Lithuania represents 11.6% of the total.

— Czech Republic, 4%

— United States, 8%

i 0,
Ukraine, 56% — _— Lithuania, 14,9%

— Poland, 20%

Statistics on regional hacktivist targets, 100% of all region

Lesser-known cases involving the Beregini and Perun Svaroga groups remained one of the
focal points for the CTAC team during the first three quarters of 2025, particularly in relation
to the alleged leaks of documents from the Lithuanian Military Academy. The subsequent
investigation revealed that the materials the hacktivist groups claimed to have “stolen” and
“"leaked” were in fact sourced from publicly available archives, with the documents dating
back to 2022.

Nevertheless, the attention generated by their claims raised broader questions regarding the
authenticity of hacktivist disclosures and the underlying objectives of such groups. Perun
Svaroga has behaved similarly in case of leaked Ukrainian documents which the CTAC team
were unable to verify. The behavior of hacktivist groups has not changed, their goal seems
to be to cause panic and push propaganda.
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2.2/ Phishing Campaigns

Phishing continues to be the main access vector. Social engineering remains to be the tactic
to gain initial access to systems, leveraging Al-curated email responses to make the message
believable. Incidents were recorded by the CTAC team and news sources worldwide, giving
researchers an insider look into how threat actors gain access.

Regionally, Poland experienced a notable surge in ransomware and phishing attacks in 2025.
Cybercriminals increasingly targeted small and medium-sized enterprises with phishing,
credential theft, and exploitation of supply chain vulnerabilities. These attacks often com-
bined technical exploits with social engineering, making early detection difficult and causing
substantial operational and financial damage.

Phishing campaigns in Ukraine were part of broader cyber operations aimed at destabilizing
institutions and eroding public trust. Cyberattacks often involved sophisticated social engi-
neering tactics, including phishing, to infiltrate government and critical infrastructure networks.
The conflict context has intensified the use of cyber tools for espionage and disruption, with
phishing serving as a common vector for initial access.

The U.S. witnessed numerous high-profile phishing campaigns and cybersecurity incidents
in 2025. A notable example is the abuse of Google Cloud's Application Integration feature in
a sophisticated phishing campaign to send emails from legitimate Google domains, thereby
bypassing traditional security filters and targeting over 3,000 organizations globally. This
campaign used deceptive emails prompting victims to click malicious links, leading to cre-
dential theft via fake CAPTCHA pages and phishing sites. Additionally, the U.S. saw wide-
spread phishing-related social engineering attacks that facilitated ransomware intrusions,
data breaches, and financial fraud.

2.3/ Ransomware Attacks

According to CTAC reports, ransomware attacks were the second most prevalent threat in
2025. While the team tracked nearly all ransomware activities, the DDoS attacks kept the
number 1 position. In total, 1701 attacks were recorded over 2025.

By country, the most targeted country was the United States, with 1683 tracked attacks,
accounting for 98.94% of all reported ransomware attacks against the countries in the re-
gion. These attacks often exploited weak access controls, social engineering, phishing, and
credential theft, the attackers were focusing on privileged accounts, like Active Directory
and password vaults. The ransomware threat in the U.S. has matured into sophisticated,
corporate-style extortion campaigns combining data encryption, exfiltration, and public
pressure tactics.
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Poland was notably the most targeted country globally in terms of ransomware attacks in the
first half of 2025, accounting for about 6% of all global ransomware incidents, surpassing even
the United States. The attacks were targeted not only at government and critical infrastructure
but increasingly — at small and medium-sized enterprises. The geopolitical context, Poland’s
support to Ukraine, has heightened its exposure to hybrid cyber threats.

The Czech Republic faced 25 attacks last year. High numbers of incidents were seen from
the start to mid-year, then declined®. The most targeted sector was technology, totaling 9
victims, then manufacturing and public sectors, totaling to 8 and 3 incidents respectively.

Ukraine and Lithuania suffered the fewest ransomware attacks compared to other regional
countries, 3 attacks and 1 attack respectively.

Qilin, with 229 attacks in record, was identified as the most active threat group, second came
Akira with 189 attacks, and third was ClOp with 134. The Czech Republic was targeted mainly
by Qilin, Poland - by 5 different groups, Ukraine — by 3 different groups, and Lithuania — by
BlackNevas.

2.4/ State-Sponsored Cyber Espionage

In 2025, the CTAC team observed an increase in state-sponsored activity in the region. From
stealthy espionage to more sophisticated, coordinated attacks, the proliferating activity raises
concerns not only about security but also a shift in target. The attention has been redirected
to Allied countries supporting Ukraine, and this change should prompt government agencies
to take extra measures to protect themselves.

Poland experienced a rare attack by a Russian state-sponsored group in 2025. In late 2025,
a cyberattack was launched on Poland’s power grid, targeting an energy company supply-
ing energy for public use. Sandworm was attributed with medium confidence, however, the
attribution was made on account of a data-wiper malware DynoWiper which is similar to
another data-wiper malware previously used against Ukraine, ZOV. This is out of the ordinary
because it is the first time a state-sponsored group has been reported to have targeted an
Allied, neighboring country of Ukraine.

In 2025, the United States experienced many state-sponsored intrusions from both Russian
and Chinese nexuses. In the 4™ quarter of 2025, a report surfaced from Auburn University's
McCrary Institute for Cyber and Critical Infrastructure Security underlined risks in energy,
government, and critical infrastructure sectors, noting that recent probing by the Chinese-nexus
Typhoon hackers could had been linked to future cyber incidents in the mentioned sectors.
While no such incidents have occurred so far that the public is aware of, successful probing

https://www.ransomware.live/countrystats/CZ

These numbers are statistical data collected by the CTAC team.


https://www.ransomware.live/countrystats/CZ
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could pave the way for such situations and develop geopolitical tensions into hybrid warfare.
Most of the incidents that occurred in the United States have been linked to geopolitical
tensions, such as the Salt Typhoon-attributed attack that occurred once the U.S. had pub-
licly supported Taiwan. Geopolitical tensions give rise to cyberattacks against countries or
sectors, and this is a trend that the CTAC team has observed and tracked throughout 2025.

Ukraine remained the main target of Russian APT groups. Sandworm was actively attributed
to data-wiping malware targeting critical infrastructure, primarily, government, energy and
logistic sectors. Sandworm has been detected crafting data-wiping malware more frequently;
this was noted in a data-wiping malware cyberattack against a Ukrainian university attributed
to the Sandworm APT. The APT group Gamaredon primarily uses phishing lures and runs
phishing campaigns to gain access to sensitive government and defense information; however,
they were notably less sophisticated and less frequent if compared to earlier years.” While
no major shift has been noted apart from an increased frequency, it is worth mentioning that
Ukraine remained the second most targeted country in the world in 2025.

2.2/ Distinct Cyber Threats by Country
2.21/ The Czech Republic >

The year 2025 was characterized by a strong domestic and international cooperation. NUKIB
together with the Czech intelligence services were actively contributing to a number of in-
ternational Joint Cyber Security Advisories and statements expressing support for partner
organizations around the world.

In 2025, NUKIB recorded a total of 203 cybersecurity incidents, which is the lowest figure in
the past 3 years. This decrease was largely driven by a significantly lower number of incidents
related to DDoS attacks. The Czech Republic continues facing malicious cyber activities by
nation-state threat actors, most prominently Chinese and Russian.

In terms of Chinese threat activities, the key development of the previous year was the
attribution of a cyber-espionage campaign targeting unclassified networks of the Czech
Foreign Ministry since 2022 to the Chinese threat actor APT31. The Czech Government
made the attribution in May 2025 based on the information provided by NUKIB and the
Czech intelligence services.

Last year, still prior to Operation Eastwood aimed at dismantling infrastructure of the hacktivist
group NoName057(16), NUKIB recorded a gradual decline in the activities of pro-Russian
hacktivists. However, the trend of hacktivists targeting operational technology systems saw
a slight increase. Despite this uptick, the number of cases remained in the low single digits
and primarily involved attacks against inadequately secured systems with devices exposed
to the internet.

https://regard-est.com/ukraine-facing-the-intensification-of-russian-cyberattacks


https://regard-est.com/ukraine-facing-the-intensification-of-russian-cyberattacks
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2.2.2/ Lithuania '

In 2025, the NCSC recorded 2,888 cyber incidents, including 19 major incidents, 380 minor
incidents, and 2,489 near misses. Compared to 2024 with the record of 3,874 incidents, the
2025 data show a decrease in the total number. The pattern of incidents in 2025 continued to
be associated with the ongoing social engineering campaigns, information-gathering activities,
and attempts to illegally influence the operation of communication and information systems.

In 2025, as in 2024, the NCSC mainly registered incidents classified as social engineering,
i.e., information-gathering attempts aimed at obtaining sensitive data (phishing). However,
the number of incidents in this category decreased from 2,288 in 2024 to 1,551 in 2025. In
2025, such incidents accounted for 49% of all registered incidents, compared to 59% in
2024. The lllegal Activities and Fraud category ranked second and saw a significant increase,
rising from 444 incidents in 2024 to 907 in 2025. This category also came second in 2024.
Attempted Intrusions ranked third, dropping from 246 incidents in 2024 to 93 in 2025, while
Malware-related Incidents ranked fourth, declining from 223 in 2024 to 89 in 2025. Overall,
there was a notable reduction in incidents related to intrusion attempts and use of malicious
software. The situation remained stable in the Service Disruption and Availability Violations
category, with 74 incidents recorded in both 2024 and 2025.

2.2.3/ Poland W

2025 was another challenging year in the field of cybersecurity. Not only did cyber threats
become more frequent, but we have also observed their increasing sophistication. Russia
remains the biggest threat on the web. We have observed Russian operations in cyberspace
evolving towards greater secrecy and cost optimization. These activities are low-cost but
can be highly effective and have a significant disinformation potential.

In 2025, a total of 268,810 ICT security incidents were recorded at national level, an increase
of 141% over the previous year.

The increase in the number of incidents recorded in 2025 is related to, among other things,
a greater effectiveness in detecting them and the development of systems for monitoring
suspicious activity on the internet.

National CSIRT

CSIRT NASK 80 267 103 449 +29% 260 793 +152%
CSIRT GOV 4676 3991 -15% 3017 -24%
approx.
CSIRT MON 5841 4220 -28% +18%
90784 111660 +23% 268 810 +141

Summary of the number of incidents detected by the national CSIRTs compared by year
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, A
2.2.4/ Ukraine

In 2025, CERT-UA, under the State Service of Special Communications and Information
Protection of Ukraine, processed 5,927 cyber incidents, a 37.4% increase from 2024. The
most targeted sectors were local authorities (2,115 cases), government institutions (1,170),
security and defense (1,039), energy (279), IT (75), and healthcare (95). The primary attack
methods included malware distribution (2,058 cases), phishing (1,727), malware infections
(988), and account compromises (425). Professional threat groups, such as UAC-0050,
UAC-0150, and UAC-0010, continued to employ both mass and targeted campaigns to steal
strategically valuable information.

Notable incidents over the reporting period include UAC-0219 (PowerShell stealer WRECK-
STEEL) in March 2025, where government authorities and critical infrastructure were targeted
with phishing emails containing links to file-sharing services. The infection utilized a file and
screenshot-exfiltrating VBScript loader and PowerShell script. Another major attack involved
UAC-0001 (APT28) using BEARDSHELL and the COVENANT framework in June 2025. The
initial compromise occurred through a macro-enabled document delivered via Signal, with
persistence achieved via COM hijacking, DLL staging, and scheduled tasks, while legitimate
cloud APIs were leveraged communication. Both incidents highlight the increasing sophisti-
cation and scale of cyber operations against the Ukrainian government entities.

([

2.2.5/ United States

The United States faced several major cyber threats in 2025, primarily from nation-state
actors such as China, Russia, Iran, and North Korea, along with increasingly sophisticated
cybercriminal organizations. Chinese cyber groups, including Volt Typhoon and Salt Typhoon,
have focused on infiltrating critical infrastructure sectors such as telecommunications, trans-
portation, and energy systems to conduct espionage and potentially prepare for disruptive
attacks during future geopolitical conflicts. Russian cyber actors continue targeting industrial
control systems (ICS) and legacy network devices, while Iranian hackers increasingly exploit
unpatched systems and conduct disruptive cyber operations tied to geopolitical tensions.
These threats demonstrate how cyber warfare has become a central component of national
security strategy.

Ransomware remains one of the most damaging cyber threats to the United States because
it targets numerous industries, such as healthcare, education, government agencies, and
private businesses. Modern ransomware groups operate as organized criminal enterprises
that combine data encryption, theft, and extortion to maximize financial impact. At the same
time, Al has significantly increased the sophistication of cyberattacks. Threat actors now use

https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors/china
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Al to automate phishing campaigns, generate convincing deepfakes and email messages,
improve malware development, and conduct advanced social engineering attacks. The Federal
Bureau of Investigation (FBI) has warned that Al-generated audio and video impersonations
are becoming more common in fraud and misinformation campaigns, increasing risks to both
organizations and democratic institutions.

Through 2025, critical infrastructure vulnerabilities continued to pose serious national security
concerns. Many OT systems in the United States remain reliant on outdated software, weak
authentication controls, and poor network segmentation, making them attractive targets for
cyberattacks. Experts warn that attacks against power grids, water systems, transportation
networks, and healthcare infrastructure could have widespread economic and public safety
consequences. As cyber threats continue evolving, the United States must strengthen collab-
oration among federal agencies, private industry, and international allies to improve resilience,
modernize infrastructure security, and defend against emerging Al-enabled cyber operations.

2.3/ Conclusion

2025 dataindicates that the cyber threat landscape is increasingly shaped by the convergence
of financially motivated cybercrime, politically driven hacktivism, and state-sponsored cyber
operations. While disruption and extortion remain the dominant operational objectives, primarily
through DDoS campaigns and ransomware attacks, the underlying access methods often
rely on scalable techniques, such as phishing, credential theft, and social engineering. At the
same time, the growing influence of geopolitical tensions, particularly surrounding support
for Ukraine, demonstrates that cyber activity is increasingly integrated into broader hybrid
conflict strategies. Hacktivist operations frequently serve propaganda and psychological ob-
jectives, while state-sponsored actors focus on espionage and critical infrastructure targeting.
Together, these trends highlight a threat environment where operational impact, information
manipulation, and strategic intelligence gathering increasingly intersect, reinforcing the need
for stronger resilience in both public sector and critical infrastructure networks.

https://www.fbi.gov/investigate/cyber/alerts/2025
https://arxiv.org/abs/251014185


https://www.fbi.gov/investigate/cyber/alerts/2025
https://arxiv.org/abs/2510.14185
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3/

3.1/ The Most Exploited Vulnerabilities in 2025

In 2025, a significant increase in vulnerability exploitation was observed, with 32.1% of
vulnerabilities reportedly exploited on or before their public disclosure.” Threat actors in-
creasingly relied on the exploitation of software vulnerabilities as their primary initial access
vector, highlighting a shift away from more traditional intrusion methods. This trend places
additional pressure on software engineers and SOC analysts who must rapidly identify, patch,
and mitigate newly discovered vulnerabilities to prevent exploitation. At the same time, the
growing speed and scale of vulnerability weaponization complicate the work of security
specialists responsible for vulnerability research and penetration testing, making proactive
identification and securing of system weaknesses an increasingly more challenging task.

React2Shell

On December 3, 2025, a critical vulnerability was disclosed by React Team. It is a critical
vulnerability, with a score of CVSS v3.x 10.0 and v4 9.3, more often known as React2Shell,
tracked as CVE-2025-55182. It is a Remote Code Execution vulnerability that was attempted
at within hours of disclosure. Vulnerable systems were probed with scans, further showing
that threat actors were quick to integrate the vulnerability into their reconnaissance stage. In
more detail, the vulnerability is an unsafe deserialization flaw in the RSC Flight data-handling
logic. The exploit is quite easy: a simple HTTP request could give threat actors access to the
victim system. Once successful, the threat actor can execute SQL and arbitrary commands
on the server. Network security companies were quick to push mitigations for this vulnera-
bility, like Cloudflare, importing new WAF rules into the network. React2Shell is still actively
exploited on vulnerable systems, active monitoring is still required.

Microsoft SharePoint ToolShell

Two Microsoft SharePoint zero-day vulnerabilities were disclosed on July 20 and combined
with two previously known vulnerabilities to unleash sophisticated attacks on SharePoint
servers. The four vulnerabilities in question (CVE-2025-53771, CVE-2025-53770, CVE-
2025-49704, CVE-2025-49706) were bundled together to achieve complete RCE within
vulnerable servers, giving threat actors access to data and full control of said systems. ToolShell
affected many sectors, including government, healthcare, education, and many more. Once
a public release of PoC surfaced, within hours, real-world attacks hit. What makes this attack
sophisticated is the fact that each vulnerability plays a different role in achieving RCE and fulll

https://www.vulncheck.com/blog/state-of-exploitation-1h-2025
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authenticated access to the victim server. Authentication bypass is achieved using CVE-2025-
49706 and CVE-2025-53771, while patch bypass is achieved using CVE-2025-53771. The
last stage, the RCE, is achieved using CVE-2025-53770. These 4 vulnerabilities bundled
together made ToolShell what we know today, and many webshell exploitation toolkits have
integrated these vulnerabilities into their attack stages since. To this day, this vulnerability is
exploited in the wild on servers that are yet to run patches.

Fortinet FortiWeb / FortiCloud Authentication Bypass

Fortinet also became a victim of vulnerability exploitation in 2025. A single user with a For-
tiCloud account and a registered device can log into other Fortinet registered accounts if
FortiCloud SSO authentication is enabled. This vulnerability, tracked as CVE-2025-59718
and CVE-2025-59719, is an authentication bypass vulnerability, using an alternate path or
channel. In simpler terms, a threat actor, with access to a FortiCloud account on a registered
device which has FortiCloud SSO enabled, can access other accounts on other Fortinet tools,
such as FortiOS, FortiManager, FortiAnalyzer, FortiProxy, and FortiWeb. This attack affected
many sectors too, such as government, healthcare, financial services. The vulnerabilities were
first disclosed on December 9, 2025, as an Improper Verification of Cryptographic Signature
vulnerability. This grants access to an account by bypassing SSO authentication methods,
which eventually became a critical vulnerability with real-world exploitations. Most recently
updated on January 27, 2026, the vulnerability is still active and users should patch their
applications to mitigate attacks.
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3.2/ The Most Active Threat Actors

In 2025, Qilin was identified as the most active ransomware group. Based on CTAC-gathered
data, Qilin is responsible for approximately 35-40% of the total activity among the top five
listed threat actors, with 331 recorded attacks. This places Qilin clearly ahead of its com-
petitors and highlights its dominant operational presence throughout the reporting period.
The second most active threat actor is Akira, with 230 recorded attacks. While significantly
active, Akira's activity level remains notably lower than Qilin's, representing a considerable
gap in operational tempo. Following these two groups are CLOP (147 attacks), IncRansom
(128 attacks), and Play (117 attacks).

m Threat actor

1 Oilin

Qilin is a cybercriminal gang that operates a major
ransomware-as-a-service (RaaS) program, also known
as Agenda. They are known for targeting businesses and
critical infrastructure worldwide.

Akira is a ransomware group that conducts double-
extortion attacks, encrypting files while also exfiltrating

2 Akira data to pressure victims into paying ransom. They
primarily target corporate networks across North America
and Europe.

Clop is a cybercriminal gang known for developing and
operating the Clop ransomware strain, which encrypts

3 CLOP victims' data and demands payment for decryption.
They often focus on high-profile enterprises and global
organizations.

IncRansom is a cybercriminal gang that operates as
a ransomware group. It encrypts victims' data and

4 IncRansom  demands ransom payments, typically in cryptocurrency,
in exchange for decryption keys. The group frequently
targets small to mid-sized businesses.

Play is a cybercriminal organization known for developing
and operating the Play ransomware, a malicious software

5 Play strain first identified in mid-2022. The group has
targeted government entities, corporations, and critical
infrastructure across multiple countries.

Top 5 ransomware groups and their statistics in year 2025
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In 2025, the most active hacktivist organization was NoName057(16). Based on CTAC data,
NoName057(16) accounts for the majority of activity among the top five identified hacktivist
actors, with 1,577 reported attacks. This figure outperforms all other groups in the sample,
indicating a consistent, high-tempo operational campaign throughout the reporting period.
Dark Storm Team is the second most active threat actor, having conducted 195 reported at-
tacks. While active, its operational volume is significantly smaller than that of NoName057(16),
indicating a significant discrepancy in activity levels. Other noteworthy hacktivist groups
are OverFlame (98 attacks), Keymous+ (68 attacks), and Z-ALLIANCE (55 attacks). These
players engage in occasional campaign action, although on a much smaller scale than the
major organization.

m
NoName057(16) is a pro-Russian hacktivist group

known for conducting distributed denial-of-service

1 NoName (DDoS) attacks against government, media, and
057(16) infrastructure websites in countries supporting Ukraine.
They primarily aim to disrupt online services for political
messaging and propaganda purposes.
Dark Storm Team is a politically motivated hacking group
that claims responsibility for cyberattacks, including
2 Da[rkeg::rm DDoS campaigns and website defacements, often

targeting government institutions and organizations
aligned with opposing political views.

OverFlame is a hacktivist collective that conducts cyber
operations such as website defacements and DDoS

& OverFlame attacks to promote ideological or nationalist causes.
Their activities are typically aimed at public-sector and
high-visibility targets.

Keymous+ is a hacktivist group known for launching
DDoS attacks and claiming data breaches against

4 Keymous+ government and private-sector organizations. Their
campaigns are often tied to geopolitical events and
political statements.

Z-ALLIANCE is a pro-Russian hacktivist coalition that
coordinates cyber operations, primarily DDoS attacks,

5  Z-ALLIANCE against Western government and infrastructure targets
as part of broader geopolitical information and disruption
campaigns.

Top 5 hacktivist groups and their statistics in year 2025
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3.3/ Targets of Cyber Attacks

Data provided by CTAC indicates that the government sector was the most targeted industry
in 2025, with 1577 attacks, establishing it as the principal focus of hostile activity during the
reporting year. This figure significantly exceeds all other sectors and indicates a sustained
and concentrated targeting, likely driven by geopolitical motivations, disruption objectives,
and an intent to create societal instability and undermine public trust in state institutions.

The second most targeted sector was technology, which saw 1027 recorded attacks, indi-
cating the adversaries’ continued focus on firms that provide vital digital infrastructure, cloud
services, and supply chain platforms.

The manufacturing sector placed third with 861 attacks, highlighting the ongoing targeting of
industrial activities and supply chain entities. The financial sector followed with 496 attacks
suggesting that financially motivated and opportunistic attacks also continue.

Other affected sectors include:

e  Energy sector — 352 attacks.

e  Healthcare sector — 379 attacks.

e Research sector — 57 attacks.

e Chemical sector — 75 attacks.

e  Transportation sector — 519 attacks.

e«  Water and wastewater sector — 75 attacks.

Overall, the data indicates a clear concentration of activity against government and technology

entities, with critical infrastructure and economically strategic sectors remaining high among
the adversaries' targeting priorities throughout 2025.
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4/

F5 Breach: BIG-IP Source Code Stolen

In the 3 quarter of 2025, a serious security breach was disclosed by F5 Networks claiming
that a threat actor had been active in their internal systems since August 2025. The threat
actor, suspected to be of Chinese state-backed group UNC5221, had maintained a long-term,
persistent access for at least 12 months before detection. The breach affected their BIG-IP, a
flagship product line, product development and engineering platforms, hitting many sectors
as F5 Networks is a SaaS solutions platform chosen by many companies. After the initial
disclosure, CISA released an Emergency Directive to patch or disconnect BIG-IP devices. Itis
reported that the BIG-IP source code and a small portion of customer data was stolen, and an
internal management system was accessed to gain information about undisclosed zero-day
vulnerabilities. Following this incident, F5 released their quarterly security notification in which
they addressed 44 vulnerabilities across their products, including the BIG-IP product line.
Patches have rolled out; however, it is important to stay vigilant and keep monitoring traffic
data from EDR infrastructure.confirmed leaks. Throughout the year, the team has noticed
changes in tactics and approaches to system compromises.

North Korean Campaigns Against European Defence and Government

In 2025, South Korea reported an influx of North Korean job schemes, targeting companies to
gather intelligence and perhaps even data during job application stages. The trend followed
into Europe where fake job postings for high-profile roles surfaced. The applications were all
sent to major defence and aerospace firms, reaching the government level. The operation was
curated specifically for drone manufacturing companies, targeting drone information Ukraine
is using in the war. The goal is to infect a drone manufacturing employee’s system to gather
information on drone manufacturing via opening a PDF named “job description” and installing
malware on their system. While threat actor attribution remains on Lazarus Group and their
campaign labeled Operation DreamJob, a similar campaign hit Europe too. The DPRK IT
Worker scheme initially hit South Korea, then landed in the USA. Using social-engineering
and Al-curated phishing emails, the goal is to create a plausible IT worker job application,
apply, and if accepted for the position, funnel the funds earned in that role into North Korea to
fund the regime. Both cases trigger potential incidents regarding personal data and sensitive
drone manufacturing information leaks, and companies specializing in drone manufacturing
should assert high probability of target.
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Salesforce Ecosystem / SaaS Supply Chain Ransomware

In 2025, the Salesforce ecosystem fell victim to a social-engineering attack. Claimed by
ShinyHunters, the attack was listed on their darkweb forum. However, the interesting and
worrisome part of this attack was that the listing consisted of 91 organizations worldwide, all
customers to the Salesforce SaaS platform, not just entertainment and commercial vendors,
but also transport and technology sectors, such as Air France-KLM and Google. The attack was
simple in nature, initiated via a social engineering phone call to an IT worker within companies
that use Salesforce, posing an urgent situation requiring troubleshooting steps. Victims were
led to a Salesforce Connected Apps authorization page and requested to enter an eight-digit
connection code they had received during the call. Thus, unknowingly, they granted access
to a malicious OAuth application, a trojanized version of Salesforce legitimate data loader
tool. Once approved and loaded, the threat actors queried the system and exported large
volumes of data consisting of customer data, contact lists, internal business data, and more.
Once exfiltrated, the victim companies were contacted regarding ransom payment for not
publicizing the stolen data. This was no sophisticated attack by any means, only persistent
in nature. A simple social engineering phone call caused a massive data breach, leading to
a SaaS supply-chain ransomware.
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5/

Advanced phishing techniques will become more prevalent and spear-phishing inci-
dents will grow in numbers. In 2025, cybersecurity analysts observed phishing attacks
become increasingly difficult to detect and mitigate, largely due to their growing level of
personalization and realism. Advances in automation and Al have enabled threat actors to
craft highly convincing messages that closely resemble legitimate communications from
trusted third-party vendors or service providers. As a result, users may find it increasingly
difficult to distinguish between authentic messages and malicious attempts, raising broader
concerns about the readiness of organizations and individuals to effectively detect and
respond to phishing campaigns.

This trend is expected to continue, with phishing operations likely becoming more frequent
and more successful than previously anticipated. In particular, spear-phishing campaigns are
predicted to grow in effectiveness as the effort required to generate tailored and contextually
relevant messages continues to decrease. The creation of sophisticated phishing content
now requires significantly fewer resources and less time than in earlier years. Additionally,
targeting patterns are likely to remain influenced by ongoing geopolitical developments, with
threat actors focusing on individuals and organizations involved in current global events.
Consequently, spear-phishing campaigns may reach unprecedented levels of sophistication
and impact in the coming years.

Autonomous Al-enabled malware will make a grand debut. With the rapid development
of Al and its increasing integration into everyday digital processes, cybersecurity analysts
anticipate that Al will play a more direct operational role in future malware development.
Discussions within the CTAC team and the broader cybersecurity community suggest the
potential emergence of agent-based Al malware capable of operating with a higher degree
of autonomy. In such scenarios, an Al agent embedded within a malware variant could fa-
cilitate automated decision-making, adaptive communication with command-and-control
infrastructure, and more efficient data exfiltration.

While such capabilities could significantly enhance the effectiveness of malicious operations,
they would also introduce technical limitations. Al-enabled malware is likely to require greater
computational resources, which may increase system load and generate detectable artifacts,
making truly stealthy operation difficult. Nevertheless, the potential advantages of automation
and adaptive behavior make this a concerning development. Analysts anticipate that at least
one large-scale incident involving Al-assisted or agent-based malware could emerge in 2026,
potentially marking a turning point in the practical misuse of Al for malicious cyber operations.

Digital identity verification systems will become active victims. In the recent years, several
governments have introduced legislation requiring age verification for access to certain types
of online content. The United Kingdom was among the first to implement such regulatory
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measures, followed by similar initiatives in Australia and other jurisdictions worldwide. These
requirements are typically enforced through third-party age verification systems provided
by specialized vendors. For example, platforms such as Discord rely on identity verification
services like Persona, while the United Kingdom has adopted various commercial providers,
and the European Union has begun developing its own technical framework for age verification
infrastructure. Although the objective of these systems - to protect minors from harmful or
inappropriate online content - is widely considered legitimate and socially beneficial, their
deployment raises significant cybersecurity and privacy concerns, particularly regarding their
resilience against sophisticated and persistent threat actors.

During 2025, the CTAC team observed several incidents in which age verification platforms
were reportedly compromised, resulting in exposure of sensitive information, including gov-
ernment identification documents, banking details, and other forms of personally identifiable
information. In multiple cases, stolen data was later advertised or traded on illicit online mar-
ketplaces. Al may also introduce a new attack vector within such architectures. As Al systems
become integrated into verification and monitoring processes, threat actors may attempt to
manipulate telemetry signals or exploit code injection techniques to confuse automated de-
tection mechanisms and facilitate data exfiltration. As the global adoption of age verification
frameworks expands further, these systems may increasingly become attractive targets for
cybercriminals due to the concentration of high-value identity data they process and store.
Consequently, age verification infrastructures may evolve into one of the most sought-after
targets for threat actors seeking large-scale identity theft and financial exploitation.
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Cybersecurity specialists operate in an environment where threat volume, automation, and
interdependence are all growing. Vigilance benefits from a structured, repeatable routine rather
than ad-hoc reactions to major incidents. Daily or weekly practices can include reviewing
advisories from national CSIRTs, vendor bulletins, and curated researcher feeds, combined
with periodic deeper reads of incident post-mortems and threat-intelligence reports. Building
a habit of comparing new information against existing mental models helps prevent fatigue
and keeps attention on shifts that matter most, rather than on background noise.

Basic hygiene continues to underwrite all higher-end defences, and default credentials are
stilla common root cause in serious incidents. Systems, appliances, cloud services, and SaaS
admin panels should be deployed under a clear rule that vendor defaults and generic admin
accounts are never left in place. Strong, unique credentials and multi-factor authentication
are expected for administrative access, with credential storage in password managers rather
than local documents or ad-hoc scripts. Regular reviews to identify lingering defaults, test
accounts, and over-privileged users across identity providers, infrastructure, and third-party
platforms reduce the space in which opportunistic attackers and automated scanning tools
can succeed with minimal effort.

Continuous improvement of monitoring and detection is also critical. Logging and observability
should be treated as first-class components of any deployment, not as optional extras. Cen-
tralized log collection, sensible retention policies, and clear alerting thresholds give security
teams the visibility needed to detect anomalies before they become major incidents. Regular
tuning of detection rules, based on both internal incidents and external intelligence, keeps
tools aligned with current attacker behavior rather than with a snapshot of past campaigns.

Resilience improves when security practices are woven into change management and system
lifecycle activities. New projects, migrations, and integrations are safer when they pass through
lightweight but consistent security checks: threat modelling, dependency and exposure re-
view, access-control design, and logging/backup verification. Legacy systems and technical
debt require ongoing attention as well; unsupported software, unmanaged shadow IT, and
forgotten external services often provide relatively easy footholds. Periodic asset discovery,
attack-surface mapping, and decommissioning of unused components reduce complexity
and shrink the set of paths an attacker can take.

Finally, maintaining professional competence demands deliberate learning and engagement
beyond day-to-day tasks. Participation in specialized communities, conferences, workshops,
and formal or informal study groups exposes practitioners to diverse perspectives and
emerging practices. Rotations across roles—such as blue team, red team, architecture, and
incident response—can deepen understanding of how different parts of the security function
fit together and where gaps commonly appear. A mindset that treats security work as an
ongoing craft, rather than a checklist exercise, supports the curiosity and adaptability needed
to respond effectively as technology and threat landscapes continue to evolve.
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7]

The cyber threat environment observed throughout 2025 demonstrates that cyber opera-
tions have become a persistent and multidimensional component of modern geopolitical and
economic competition. Cybercrime, hacktivism, and state-sponsored activity increasingly
intersect, creating a threat landscape where disruption, espionage, financial gain, and influ-
ence operations often occur simultaneously. The events and trends discussed in this report
illustrate that attacks are not only becoming more frequent but also more adaptive, leveraging
automation, Al, and widely used digital infrastructure to expand their reach and effectiveness.

As digital ecosystems continue to grow more interconnected, the security of organizations
depends not only on technical defenses but also on strategic awareness and coordinated
response. The continued exploitation of edge infrastructure, cloud platforms, and social
engineering techniques highlights that even well-resourced organizations remain vulnerable
when visibility, patch management, and identity security are insufficient. At the same time,
geopolitical tensions will likely continue to shape cyber operations, particularly against gov-
ernments, critical infrastructure, and sectors supporting international alliances.

Addressing these challenges requires a sustained commitment to resilience rather than a
purely reactive approach to incidents. Organizations should prioritize proactive vulnerability
management, stronger identity and access controls, and improved monitoring capabilities
while fostering collaboration between public institutions, private sector partners, and inter-
national allies. Continuous information sharing and joint analytical efforts remain essential for
identifying emerging threats and responding effectively to coordinated campaigns.
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